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Abstract:

Peace and Prosperity have been a long-standing human desire for a
successful life. There is diversity for humans to adopt peaceful ways or
to follow the felonious ways of crimes to spend the life. Under the
auspices of the LAGs plot created by terrorists at Heathrow Airport,
this research depicts fundamental vulnerabilities of Aviation-Security
as to why aviation is still a wet morsel for the terrorists. European
Union (EU) and International Civil Aviation Organization (ICAO)
have shown their synchronized anxiety and agility in this regard.
Technological efforts have been made in contours of Liquid Explosive
Detection Systems (LEDS) but it became unsuccessful due to false
alarming and technological errors. As a panacea, ICAO devised the
pragmatic SARPs for the world to adopt till the perfect LEDS is
invented and sprouted all over the world. Furthermore, due to lack of
validation-process-of-understanding among states, a common transfer /
transit pax is bearing a dire nuisance and discomfort for the world in
milieu of the LAGs. Besides this, lack of security training of airport
functionaries and their acardiac attitude to airport security is in the
best interest of perpetrators to execute their nefarious motives. This
dissertation is accentuating on the points of improvements to deter the
possible exploitation by using LAGs. The states ought to ensure
implementation of ICAO-SARPs and solutions for the ease of pax
through Validation-Process-of-Understanding. The states further need
to run a proper media campaign to create awareness among people
about global LAGs measures. An attack or conspiracy from this aspect
can change the course of international politics into an abominable
state of World-War also. It is not in the AVSECs' best interest to merely
rely on LEDs.

Keywords: Threat to International Aviation Industry, Liquid Explosive Detection
Systems, Liquid Aerosols & Gels
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I. Introduction

Science and technology are sprouting day by day, while evergreen International -
Aviation-Industry is also expanding due to new emerging technologies and services
under the directions of the International Air Transport Association (IATA) and ICAO.*
Daily millions of people are flying and millions of tons of cargo is being transported each
year approximately which is a healthy source of income to anchor and strengthen the
economy of any state.? Distances contraction, prompt interconnections, and proximities
among the people; making the world ‘Global Village’ in true meanings.®

The yearnings of latest supersonic, hypersonic inventions in the Aviation-
industry are becoming the part of itinerary demand of a common pax. Besides this, safe
and secure journey is the primary, foremost, primitive demand and need of mankind due
to the acrimonious perpetrated terrorized historical nuances of international aviation in
the form of Hijacking, Sabotage, Murder executions, and use of planes as a weapon®.
Airports are the face of any nation and are considered as the ‘International Borders’.
Therefore, day by day astound inventions and innovations in the field of the aviation
industry also invoking the new diverse ways of perpetrations and crimes strategies to
execute the acts of unlawful interference in aviation.®> From first hijacking of the world®
to till 9/11 incident, history is evident to directly proportional periodical progress in
crimes in the aviation industry. In this context on August 09, 2006, the group of 8 people
decided to explode the 10 airplanes enrouted from England to Canada and the USA by
using LAGs as liquid explosives in hand-carry after boarding the aircraft. But all they
have been arrested preemptively by British-Secret-Agencies afore to their action. They
used innovative tactics by improvising easily available items i.e. torch batteries,
flashbulbs, and disposable cameras with the amalgamation of peroxides liquids and other
easily available material syringed in Lucozade bottles to ignite the liquid explosive.” This
incident shook and congealed the global aviation in dire reservations that such innovative
terroristic strategy either pushes not the world towards war situation as already transpired
after 9/11. EU and ICAO became dire contemplative to reinstate the public trust in air-
travel. They devised the holistic empirical SARPs for all member states as an antidote
against this exclusive threat. After diverse meetings of the security experts; finally, it has
been decided to allow the specific quantity of 100 ml LAGs via see-thru resealable bags
called Security Tempered Evident Bags (STEBs). ICAO and EU also had stipulated the
assignment to bourgeoisie states to invent the technological solution to get emancipation
from LAGs measures. Most of the companies tried and invented the Liquid Explosive
Detection Systems (LEDS) of various categories and specifications. If we focus upon the
chemistry of LAGs then it’s crystal clear that LAGs are the organic compounds® having a
low density as the characteristics of both solid and liquid explosives because ‘explosives
are also the organic compound of low density’®. The same chemistry of LAGs and
Explosives is the main and primary reason of snit that how they can be screened on x-ray

! Spender, D. (2018).
2 |ATA Press Release, (2013).
*Thomas, A.R. (2008).
:Washington, DC Office of the Spokesmen (2010).
Ibid 2.
® First recorded aircraft hijacking took place on 21 February 1931 in Arequipa (Peru).
" BBC NEWS (2006).
® The compounds made up of carbon and hydrogen.
® Renful Premier Technologies (https://www.x-rayscreener.co.uk. n.d. https:/www.x-
rayscreener.co.uk/?xray=x-ray-imaging) and Glover, et al. (2013).
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based technology and discriminated accurately from a security perspective. But from
LEDS; false alarming, technological errors and time consumption are the basic
obstructions to conceive reliably this technological measure in Aviation-Security-System
(AVSECSs). Most of the states are relying on LEDS and most of the states are depending
mere on ICAO SARPs; while, most of the states are trivial in implementation of ICAO
SARPs and taking this threat lightly. Due to this ambiguity, states do not have the
validation-process-understandings which push the pax in the dungeon of nuisance and
skepticism. Only if the thought is created that what are the possible devastating
consequences in case of triggering of LAGs? Can this threat revive the memory of the
9/11 type incident? What should states have to do to alleviate the possibilities of this
threat?; with this thought, this potential threat can better be dealt holistically. *°

As the British covert agencies have done a great job by using their proactive
approach against LAGs-plot and secured the aviation from severe heinous calamity.
British security agencies have not secured the aviation only; they also have secured their
national integration, status-quo, sovereignty, intra / international State’s political &
economic trust / interest and global-peace against the regional or international animostic
complicity. This study will also discuss this in the template of theoretical perspective
under the light of authentic theoretical approach of Neorealism. This study is explicating
the collaborative reservations of the states, implications, laxities in implementation of
intelligible recommendations of ICAO by the member states, consequences, other
possible progressive empirical perspectives and strategies to overcome this contemporary
threat.

The objective of this study is to explicate; the international politics and peace
can worsen like 9/11 by improvising LAGs into liquid-explosives to detonate any flag-
carrier aircraft in any state. Furthermore, LEDS that are still in the process of evolution
cannot be fully relied upon due to false alarming, technical errors and time consumption.
Therefore, failure to comply with ICAO — SARPs and LAGs measures could lead to any
potential catastrophe. Besides this, Pax bearing nuisance regarding LAGSs measures can
be mitigated by running the proper media campaign of awareness and states must create
the validation-process-of-understanding among each other in this regard.

Il.Literature Review

There is no doubt in this veracity that ICAO has a dire dealing in the safety of
AVN i.e. the disaster management and the security from the acts of unlawful
interferences in the AVN. Its statutes are partially / fully implemented around the globe.
ICAO’s documentation regarding any task is confidential. It is a bit impervious to get
access to those confidential credentials. Regarding strives in wake of the threat posed by
LAGs; Documents’ identification numbers, brief general data of the issue with and
without the citation and references are mentioned in this study to sustain the
confidentiality. The data of this study is the argument based information acquired after:-

e Personnel meetings to policymakers, Airport Managers, Chiefs and Directors of
Head Quarters Airports Security Force of Pakistan and the Civil Aviation
Authorities,

10 Sweet (2008).
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e By poising implemented vernacular Standard Operating Procedures (SOP’s),
rules, National Civil Aviation Security Program (NCASP) and Airports Security
Programs (ASP),

e By perceiving the regional threat perceptions in the light of ICAO Annexure 17
and Aviation Security Manual Doc - 8973, Annexure - 9 and 18

e Clobal information generalized literature and mostly obtained from field
officials on empirical basis.

A. Primitive steps of implementing Measures by ICAO and European Commission

Internationally, ICAO has made unprecedented efforts by strengthening its basic
/ applied laws & security regulations along with technological based digital methods to
counter the contemporary and prospective possible emerging threats for dire secure
global civil aviation. In wake of the threat posed by LAGs, European Commission
decided to restrain the amount of onboard LAGs up to 100ml containers in see-thru re-
sealable bags called STEBs and for the resuscitation of confidence of pax in air-travel,
they went through by deploying extra security officials at airports and started the media
campaign for awareness.! Later TSA, CATSA and the remaining world followed this.
On 1% December, 2006 ICAO disseminated the guidelines via confidential state letter AS
811 1-061100 to all member states in this regard.*? Besides this; innovative guidelines on
LAGs, transitional measures with time intervals have been stated in the Electronic
Bulletin EB 208/32 via under mentioned three state letters;

e AS 8/11006/100 confidential, dated 1% Dec 2006
e AS 8/11-07/26 confidential, dated 30 March 2007
e AS 8/11-07/53 confidential, dated 06 July 2007

As Hakim (2010) mentions the recommendations regarding LAGs in his book
“Terrorism: Emerging threats (Liquids, Aerosols and Gels)”:

“All LAGs carried for personal use should comply with the following
recommendations:

e all LAGs should be carried in containers with a capacity of no more than 100 ml
each (or equivalent in the other volumetric measurements, e.g. fluid ounces);

e any LAGs in containers larger than 100ml are not to be accepted, even if the
container is only part filled;

e containers with LAGs should be placed in transparent re-sealable plastic bags of
a maximum capacity of 1 liter. The container should fit comfortably within the
transparent plastic bag, which should be completely closed;

e each passenger is permitted to carry only one such bag which should be
presented separately for screening; and

o all conventional security controls and checks, including random hand searches
of passengers and cabin bags, are applicable.”*®

' Ibid 3.
2 Hakim (2010).
% Ibid 12 & International Civil Aviation Organization (2010).
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As per regional threat perceptions, states are fully and partially following the
LAGs measures, while some states are so lax due to poor training and improper
accountable quality checking of security.

B. Restricted Documentation of ICAO from States Regarding LAGs

Several documents are explicating the accomplished work on LAGsS, its several
aspects denoted by the member states and some documents are the decisive crux of
ICAO’s main council among which the following are:

DOC: AVSECP/20-WP/20
It is the inquiry about the new and emerging threats to civil aviation in which
LAGs were the part of it.

DOC: AVSECP/20-WP/21
It isthe technological aspects for inspection and detection of LAGs in hand-carry
of embarked pax in the aircraft and removal of contrary measures in this regard.

DOC: AVSECP/20-WP/22
It is the methodology and efforts for the removal of measures regarding LAGs.

DOC: C-DEC 181/15
It is diverse decisions by ICAO council regarding LAGs.

DOC: C-MIN 179/9
It is the summary of the meeting in which the measures regarding LAGs has
been discussed during AVSECP/18.

DOC: AVSECP/20-WP/9
It is the types of acts and promoted tendencies regarding these acts.

DOC: C-MIN 180/16
It’s about the summary of the meeting regarding LAGs.

DOC: AVSECP/20-WP/3
It’s about the security checks and controls regarding LAGs and explosives.**

C. Removal of measures

All decisive recommendations regarding LAGs in above-mentioned
documentations are still not fully in practice (even in all those states where these
measures are in full practice) because of onboard dangerous liquids i.e. insects killing
sprays, Antiseptic sprays and Air freshener sprays etc. Besides that, some liquids in bulk
extent are allowed via caterers, airport functionaries and availability by vendors at
airports. In some states, these liquids pass through security checks by lax inspection and
sometimes by X-rays Scanning which is an auxiliary nuance for perpetrators to utilize
LAGs as liquid explosive to plan serious damage. The unanimous dissatisfaction of the
states with these measures due to their irregular / intermittent applicability creates the
premonitory chaotic situation. To mitigate this queer situation, ICAO has raised the
reservations of the states in its general assembly sessions regarding LAGs measures as
nuisance / laxity in implementation as mentioned in the restricted documents in Para- 0
above; if all states are yearning unanimously for the removal of LAGs measures than they

* Ibid 16.
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should have to wait until the dissemination and mandatory application of liquid-scanners
in the world. In this regard, ICAQ tried to provide mutual help by asking donor states to
invest in this project. Where two main specific implications regarding pragmatism of this
planning of ICAQ that;

. As the security audits of the ICAO are confidential, States want to know that
where their money is going to be utilized in case of investment in the project.
. It’s about the reservations of the donor states to avoid deceit and duplication of

investment and financing in the project because of other international
institutions i.e. World Bank also working on the same project.

The ‘LAGs ban’ has been lifted by the close cooperation of international
partners and the ‘European Commission Joint Research Center’ (ECJRC) devised a
roadmap in replacement of restrictions / measures on the carriage of LAGs with
technological screening. From January 31%, 2014 special LEDS have been employed on a
trial / observational basis at 03 different setups to acquire the results in which passengers
being allowed to carry;

. Only water
° Water and soft drinks
. All LAGs

Different studies have been obtained from i.e. Wetter & Fuhrer 2013, Leigh
Fisher 2014, ICF International etc. Several equipments have been devised by several
companies on different technological basis i.e. Raman spectroscopy, X-Rays
Transmission, Electromagnetic sensing, Wideband frequency, Infrared, Magnetic
inductive and Gravimetric analysis etc. In this regard, ECJR awarded a contract for the
removal of LAGs measures to evaluate the possible solutions through a series of
operational trials at many airports, for instance; Budapest International Airport, Alicante
International Airport, Amsterdam International Airport, Dublin International Airport,
Malta International Airport etc. and built the various concepts of operations to check the
efficacy of under trial equipment by adopting classification scheme of five categories;

e Individual container must be removed from a cabin baggage and would be screening
open headed,

e Individual container must be removed from bag but screen without original seal,

e Multiple containers must be removed from cabin baggage but in sealed and closed
heads,

e Containers screening inside the cabin baggage with closed and sealed heads,

e Containers screening inside the cabin baggage with other commodities of the bag
(holistic check).

DFT England has categorized LEDS as;

e 1%asaType-B, sub-classified as B1, B2 and B3.
e 2" asa Type-C, sub-classified as C1 and C2.

B-Category equipment was based on Raman spectroscopy, X-Rays
Transmission, Electromagnetic sensing, Wideband frequency, Infrared, Magnetic
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inductive and Gravimetric analysis, while the C-Category equipment was based on X-
Rays transmission only and been applied in different ways.™

But after all the empirical efforts, the following result was found:

o False Alarming,

o  Fluctuation / ambiguity in time consumption,

o If the X-ray technology is to be used to detect the liquid explosives to get rid of
LAGs measures then why Baggage X-Ray Scanners are not built-in pragmatic from
inception to poise LAGs in this regard? or why the standard of Baggage X-Ray
Scanners is not being upgraded to detect the liquid explosive from LAGs?*

o All types of LEDS of any category having False Alarm, neither fully accurate nor
time savior but mere a dire nuisance for a common innocent pax.

o In spite of the technical errors, if it may be presumed to install B / C category LEDS,
It would not be possible that per pax-per machine may be installed to avoid the delay
of pax from flight or pax may be called too much afore for secure embarkation.*’

D. ICAOQO’s Statute / Measures as a Panacea

This ambiguity directed us towards the global statute founded in Chicago
convention - 1944 ICAO DOC - 7300; comprised of 19 annexes in which each is dealing
with a specific discipline.® Among these Annexes; Annexure - 9 and Annexure - 17 are
entailing the facilitation of pax regarding aviation security, border control and protection
of civil aviation industry from possible acts of unlawful interference and threats.™

When a pax with limited or a bit more than allowed quantity 100ml LAGs
leaves the state where the LAGs measures have been lifted to the state where the LAGs
measures prevail; there as a transit pax, he will have to dispose-off the exceeding quantity
of LAGs or submit his belongings to the check-in luggage on his demand.

Region-wise i.e. Middle East, South Asia, CARS and Africa, where the threats
by Al-Qaeda, Boko Haram, ISISL and Taliban prevails; there is a partial implementation
not only in LAGs measures but also in other Standard and Recommended Practices
(SARPs) of ICAO. In said regions; where, laxity and deficiency of education /
awareness, scarcity of quality training and training resources prevails; they are not
capable of hi-tech security instruments and neither adopting the ICAO’s statute for
emancipation properly from contemporary emerging threats to aviation industry / state’s
sovereignty also. Such vulnerabilities invoking again the gigantic abominable incident /
sabotage like 9/11. On contrary, the majority of the tranquil states are also lax in AVSEC
perspective due to low regional / parochial threat level. But this fact cannot be ignored
that these states are the soft morsel not only for terrorist organizations but also for the
secret agencies of the states to devise the diabolic plots on envy basis for the execution of

15 Dzhongova (2017) and Agarwala (2009).

lbid 9

*8 Elphinstone, Gary (2008).

¥ BaMaung, David (2018) & ICAO- Legal Seminar (2017).
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nefarious purposes; for instance, 9/11 incident etc. Consequently, this can ignite the fire
of World War-111 also.”

Security of the airports and the machines? mere not the responsibility of the
airports’ security organizations; it is also the synchronized core responsibility of the
operators too. But between Airports-security-organizations and operators, there is a dire
decline in mutual coordination, information sharing and collaborative training - per
individual per trade are the acrimonious facts having an effective part in the failure of
security measures. If we take the example of LAGs; the majority of the airport
functionaries are totally unaware of why and how to tackle the LAGs?

Diversity of Operators, intermittent employment of permanent and temporary
staff by keeping permanent / temporary Airport Entry Passes (AEPS) under this chaotic
management which is common at majority airports of the world. Besides this, who will
keep the standard of the STEBs, security training of airport functionaries and responsible
for the implementation of SARPs of ICAO? is another ambiguous pessimistic nuance. All
these vulnerabilities are mere because of the laxities in the implementation of the ICAO
statute; it must be mandatory holistically to all operators’ functionaries, other agencies of
the airport and vendors to attain the security training afore the appointment of their
employment as per Aviation Security Program (AVSECP) of the state. Vernacularly,
Airports Security agencies must be accredited by their states in this regard. All Airports’
agencies must make the enrolment of their officials conditional by AVSEC certification
of AVSEC institutions of the states. AVSEC training of the employees is the issue which
is not the core-priority demand of the other agencies of the airports; this issue is solvable
by recruiting the retired or experienced airports security agency’s staff despite of new
intake by airport agencies which will perform pragmatically by sustaining AVSEC.*

Security breaching by LAGs and other means are possible also because of
temporary / daily wages staffs, which are well known to the security chains and can be an
undercover.” By keeping in view innovative and technological terroristic strategies and
perpetration structures i.e. security data hacking, electrical / mechanical sabotage, use of
hi-tech jammers are the contemporary banal intimidating factors for security breaching. It
is not impervious to devise a plan for drastic mutilation of AVN and its installations
disguising by LAGs or by taking advantage of the false alarming of LEDS. Instead of
applicating ICAO’s LAGs security measures, impeaching each other for conspiracy
would be such that after snake beating the streak.?*

No doubt ICAO guidelines i.e. Annex-17 and DOC-8973 are the panacea that
explicates the preventive measures against the acts of unlawful interferences i.e. the
security manual Doc-8973 Volum-4: Preventive Security Measures in Appendix-2;
Guidance Material on Security Controls for Liquids, Aerosols and Gels and Prohibited
Items List that;

2 International Civil Aviation Organization (2010), Maleta, R. A. (2014) &Beijing Convention (2010).
! Machine means Aircraft.

2 |bid 3&ICAO (2010).

% |bid 16.

# Ibid.
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e  Security procedures and recommendations for LAGs as also mentioned in para 0
above.”

e The applicability of the security principles regarding LAGs provided by airport
vendors or aircraft operators;

e to prevent LAGs from tampering and inappropriate use of STEBsS,

e Periodical background checks of airport functionaries, observations on all supplies of
LAGs and to confirm the proper documentation of the suppliers in the security
restricted area (SRA) of the airport.

e Airport functionaries must be informed and trained regarding security policies and
necessary actions taken in case of security lapses.

e Airport retailers and operators must devise a systematic liaison to LAGs suppliers for
written assurance that LAGs consignments are properly safeguarded and should
adopt the procedure for the encryption of data and information used in the supply
chain including protection against misuse and unauthorized access and alteration.

o Known suppliers of LAGs and STEBS; states may adopt the procedure to ensure the
security of the supply chain with time limitation of suppliers of LAGs and STEBs by
providing the legal credentials signed by the company’s legal representatives and
approved by the airport security authority besides the confirmation of the security
awareness / training of the personal of suppliers / contractors having access in the
restricted area accordingly as mentioned in the para 0 above.

e The validation process of states in wake of LAGs carried by the transfer / transit pax;
to validate the security of LAGs by accepting other state’s declarations compiled
with ICAO recommendations on technical basis and through arrangements by
assessing the parochial risk and threat perceptions. The transfer / transit pax can be
accommodated via bilateral, multilateral appropriate arrangements among the states.
If the validation processes are applies; LAGs carried in STEBs from the inception of
journey should be accepted with its purchasing proof by a transit / transfer pax
without any tempering.?®

After probe analysis and case study on LAGs measures, ICAO has specified the
basic technical manufacturing and pragmatic specifications for STEBs in the Security
Manual DOC-8973 Vol-4 Appendix-2 from para 13 t019; is a template for all member
states which is necessary regarding sustainable operator’s management and a prevention
from any possible viable perpetration by carrying LAGs in illegitimate STEBs. ICAO
also has specified technical exemptions regarding LAGs, which legitimately authorizes
the flight crew in the uniform on duty. If airport functionaries bring the prescribed
medicines by the authorized medical authority to take on time during their duties be
accommodated but personal items like beverages, perfumes, cosmetics, thermoses and
other similar items may not be patronized. But the tools of the trade like oils, paints,
glues, to perform the work in the restricted area are exempted from LAGs restriction but
may remain under dire surveillance to curtail the possible insider threat. States has
decided to exempt the law enforcement and emergency-responding-officials from LAGs
restrictions but for passengers, if the LAGs are essential for medical purpose and dietary
needs and more than 100 ml or 100 g container would be admissible by written proof of
authenticity; such LAGs would be placed in a 1L bag. But such LAGs would thoroughly
screened/ search and questioned regarding their utilization during flight with a probing

% |bid 14.
% bid 16.
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sensitivity. Regarding baby food products like wet wipes, milk or juice, sterilize water,
baby meals in liquids in gel or paste form; there, full quantity would not be permitted at
the screening point. While, in case of any doubt, such LAGs wouldn’t be allowed in hand
carry. If the passenger remains insistent for carrying that LAGs are essential, then pax
should be warned not to travel in case of non-cooperation on security requirements and
procedures and could also be arrested for further stubbornness. Carrying LAGs are
interdepended over the length of the journey and the period of the flight too.?” Due to
operational reasons, technical basis or by a diversion of flight are the possible factors;
passenger would be accommodated in this regard on operator’s responsibility. If the
staying time of flight is short and passenger have the exceeding quantity of LAGs makes
pax doubtful. LAGs should be rubbed at least for two minutes on hands, sniffed and
tasted for inspecting purposes.?®

I11. Theoretical Framework

Neorealism theory was presented by Kenneth Waltz in 1979 in his book “The
Theory of International Politics”.?® The primary crux of this theory is the anarchic global
system has not any overarching authority to govern it. The international system is the
self-help system, where states look after themselves and are thus obliged to concern for
their security and consider other states as a potential threat for them. To secure
themselves, states strive to replicate their power capability and its enhancement in quality
by considering it as a real panacea for survival. Neorealism is comprised of two basic
strands: (i) Offensive and (ii) Defensive. Both strands have the unanimous approach that
all states go for security due to an anarchic system.

From the ‘Defensive Neorealism’ point of view, Kenneth Waltz has said; for
consecutive persistent dominancy in an international system, the attainment and
maintenance of power and position are mandatory. Once states feel secure, they move
ahead for additional power because of the belief that more power leads to less insecurity
for them. While John Mearsheimer has suggested regarding offensive Realism that states
must be a toll for the acquisition of power due to the elusive nature of security and
insecurity in a self-help system and must have to adopt the expansionists’ aggressive
behavior and policies.®

If we look at the template of the international political system; the attempt of
terrorists by using LAGs as liquid-explosive on the mainland of England could refresh
the memory of 9/11 like incident which is a remarkable and abominable incident of
history. Whether 9/11 was dire complicity of the US to create hegemony in the region of
Asia to obstruct the sprouting influence of Multi-Polarity or either it was a deliberate
attempt of the terrorists to exploit the peace of the world by entangling the fingers in the
jaws of superpower. Consequently, the world has witnessed the successive devastation of
Afghanistan and Iraq. As England is the core member in ‘the trinity of NATO’*; LAGs
plot at Heathrow-airport could produce acrimonious results in the form of war among the
states in atonement. On the other hand, the preemptive actions of British security

7 Jahangir (2019).

% 1bid 9 & Ibid 16.

2 Waltz (1979).

% |bid.

® Trinity is the concept of political influence and lobbying of great three countries i.e. USA, England and
France, in NATO.
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agencies have failed the created plot of terrorists and after that insecurities have
compelled the states to think them about the preventive measures in this regard. ICAO,
EU and the other member states played an eminent role and devised the holistic SARPs
as the antidote for all member states. This collaborative strive was a drastic message to
diabolic proponents that the world believes in emancipation, love and peace. Aviation-
industry is the prompt source of revenue replication in wake of tourism, imports &
exports and is assumed as an asset of any state. Due to internal chaotic operational /
administrative mismanagements and insecurities, this industry always has to bear the
losses. Security is directly proportional to the economy; the assuredness of security is
necessary all over the world for economic prosperity. A stronger economy means
stronger the nation i.e. G-8 and G-20 countries are the contemporary instances.
Therefore, stronger economies adopt strict and drastic measures to decentralize the level
of insecurity in the best interest of their nation. Member states of ICAO are in incessant
strive to establish the AVSEC-Trust in the international system i.e. TSA, CATSA,
EASA, CISF, ASF, DIRD are the few instances.*

IV. Methodology of Research

Regarding previous case studies of crimes and perpetrations in the field of
aviation; by practical and personal profound observations, it felt to upraise the threat to
AVN posed by LAGs as a reminder to apprise the world by using the explanatory
methodology that it is still a contemporary issue which can be curtailed by the 100%
implementation of ICAO’s SARPs. No doubt, all states of the world are striving to
implement effective arrangements and measures under the expertise of their security
experts by appraising the parochial threat perceptions regarding LAGs exclusively. It was
impervious to visit all over the world due to scarcity of funds and lack of sponsorship to
achieve the required milestone. With the beneficial liaison / cooperation of Airports-
Security-Force-Pakistan to bring this research to its logical end; therefore, by surveying
the Jinnah International Airport Karachi, Allama Igbal International Airport Lahore,
Islamabad International Airport, Multan International Airport, Sialkot international
airport and interviewing the numerous arrival and departure passengers of different parts
of the world regarding LAGs and asked about the implications which they’ve confronted
during their journey. Besides this, notifying the routines and screening procedures,
diverse profiling techniques of the security officials of ASF, meek and meager points of
screening, implementation and laxity in ICAO SARPs, local SOPs and state law; this way
of data collection proved to be a low cost with fruitful results. This propensity to
understand the AVSEC setup made it possible to retrieve the data.

V. Recommendations / Suggestions
Under mentioned pronged recommendations flow from the causes and
implications referred to above; this study draws attention to the following facts that;

e States’ bilateral or multilateral validation-process-of-understandings can eradicate
the nuisance of passengers by LAGs.

e States’ AVSEC agencies should have to run the media campaign via brushers,
advertising pana flux and screens & TV programs. As a result, these arrangements

®Abeyratne, R. (1995).
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willsgrovide general awareness to the public and facilitation of understanding to
pax.

e The states merely depending on LEDS technology for LAGs screening, there could
be a possibility of LAGs plot perpetration due to false alarming in LEDS. Therefore,
the dire incessant implementation of LAGs measures is only the solution to mitigate
the possibilities of LAGS plot by perpetrators and insider threat.

e Basically, we underestimate the others and surmise that we have really trained
manpower with hi-tech security equipment and pragmatic statute but in fact,
terrorists’ strategies are also getting innovative and synchronized. To be anti-
terrorist, it is necessary to think like a terrorist which would be helpful to modify the
security strategies, security equipment and security training program in this regard.
100 ml or less liquids / gels have the capability to destroy the aircraft. Terrorist
organizations also keep the full awareness about the latest security layers and remain
in exercise to bypass them. Therefore, the removal of measures would be a stupid
move in the contemporary scenario.®

e ICAO’s recommendations regarding LAGs are very useful and beneficial for all
member states. No one is against of LEDS technology but having a belief in global
uniformity and symmetry in screening and checking of LAGs should be accordingly
as ICAO has suggested the SARPs in its statute as long as the world succeeds in
discovering new and successful technology that would be free from false alarm and
time-consuming. Till then ICAO may have to emphasize over the member states to
adopt the measures as mandatory and keep a periodical check by inspecting-teams.
ICAO should have to intensify its efforts for successful LEDS invention as fast as
possible. After the invention of successful LEDS, ICAO would have to make its
possible availability to all member states too.*

VI. Conclusions

In the aeon of competition among the states for their means and interests, there
are several covert, overt, bilateral / multilateral political, economic, military,
civilizational, regional, sectarian courses of cooperation, conflicts and animosities. As
UNO and its other organizations are in recurring strive to retain the permanent peace in
the globe. There, ICAO has incessantly efficient services for the cumulative safety and
progress of global aviation. Although, casualties, destruction for the banal fame and
psychological fear impact on the public are the basic elements of nefarious purposes of
the terrorists’, the 9/11 incident is the instance.® It is already mentioned afore that there
is a possibility to disguise the LEDS due to false alarm; LEDS are in persistent
transitional evolutional process. Till further ICAO’s statute is mere a panacea to deter the
possible emerging threat posed by LAGs as liquid explosive. Therefore, perpetration in
International-Aviation-Industry by LAGs as a liquid explosive needs to be dealt with
promptly as ICAO recommends. Global AVSEC system cannot afford the removal of
LAGs measures due to False Alarming in LEDS.*’

# Senior Additional Director-Arif Sami Khan, HQs Airports Security Force Pakistan (2019).
% Jeffry & Forrest (2016).

% Ibid 9, Ibid 16 & Ibid 19.

*Eljas, B. (2009).

¥ Ibid 16.
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States must inbound Airports-agencies to make their jobs conditional on
security-training and to accredited their Airports-security-organization to make ensure
this compliance by them; later, airport functionaries be allowed to perform operations in
the security-restricted-areas of the airports. These preventive arrangements would be
useful to overcome the insider threat by expected militancy from functionaries to some
extent. Other agencies of the airports should have to recruit the retired / experienced
officials of airport-security-agency of their state which would be dire conducive in the
best interest of AVSEC and in the refurbishment of the customer trust also. Safe and
secure civil aviation is the motto of ICAQ; therefore, LAGs issue should be taken abreast
on priority by all the member states.*®
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